
1708174
by Jordan Gough

Submission date: 22-Apr-2022 04:25PM (UTC+0100)
Submission ID: 176912925
File name: 15327_Jordan_Gough_1708174_179584_1349930283.pdf (970.41K)
Word count: 4034
Character count: 22762



Course:   BSc (Hons) Electrical and Electronic Engineering 

Module:   SGEE6005 Electronic Design 

Assignment:   Micro-controllers and the Internet of Things 

Name:   Jordan Gough 

University number: 1708174 

Date submitted:  22/04/2022 

Word count:  3123 Words  

 

  

Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall


Michael Hall




1 
 

Table of Contents 

1. Executive Summary ............................................................................................. 2 

2. Research ............................................................................................................. 3 

3. Methodology, Testing and Results ....................................................................... 9 

4. Conclusions ....................................................................................................... 14 

5. Works Cited ....................................................................................................... 16 

6. Appendix ............................................................................................................ 18 

 

Table of Figures 

Figure 1 – Typical Network Architecture (Ramasamy & Kadry, 2021)........................ 3 

Figure 2 – Ratio of “Connected Devices” to People (Evans, 2011) ............................ 6 

Figure 3 – Device Configuration ................................................................................. 9 

Figure 4 – Web-based Dashboard ........................................................................... 10 

Figure 5 – Initial Start-up Measurements ................................................................. 11 

Figure 6 – Weather Station Refrigerator Test (Web Dashboard) ............................. 12 

Figure 7 – Weather Station Refrigerator Test (Mobile Dashboard) .......................... 12 

Figure 8 – Weather Report (Mobile Dashboard) ...................................................... 13 

Figure 9 – Light Sensor Torch Test .......................................................................... 13 

Figure 10 – Weather Report Code - Part 1 ............................................................... 18 

Figure 11 – Weather Report Code - Part 2 ............................................................... 19 

Figure 12 – Weather Report Code - Part 3 ............................................................... 20 

  



2 
 

1. Executive Summary 

This report identifies the Internet of Things as a concept and analyses how it began, how it is 

changing the modern world and how it needs to improve to remove or reduce security and 

privacy concerns.  

 

The research conducted has confirmed that the initial use of the term was in 1999, referring 

to the use of the radio frequency identification tags. However, further investigation revealed 

that the idea of connecting devices to a network has been applied since the early 1980s. 

However, this was connecting a vending machine to a research network within a university, 

rather than over the internet. As the population has grown and technology has advanced, 

devices have achieved the ability to connect to the internet or cloud servers – with a large 

increase in the ratio between people and connected devices seen between 2008 and 2009, 

due to the release of devices such as smartphones and tablets. The issues generated 

through the use of connected devices were found to include cyber attacks and distribution of 

data amongst third parties, which can be combated through a variety of means such as the 

use of multiple networks or the implementation of additional device identification. 

 

Some of the researched ideas were applied to an Arduino weather station, which measures 

current weather conditions and displays them as real time or historical data through both a 

web browser and mobile dashboard. The device was placed in different conditions to ensure 

the functionality of the sensors. Although operational, the device should have further 

protection measures implemented, as found through the researched recommendations, to 

prevent unauthorised access.  
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2. Research 

Haller, et al. define the Internet of Things (IoT) as “A world where physical objects are 

seamlessly integrated into the information network, and where the physical objects can 

become active participants in business processes. Services are available to interact with 

these “smart objects” over the Internet, query their state and any information associated with 

them, taking into account security and privacy issues.” (2008, p. 2) 

 
Figure 1 – Typical Network Architecture (Ramasamy & Kadry, 2021) 

 

Although definitions vary, the IoT is the concept of connecting devices, which are embedded 

with electronics, software and web capabilities, to a network which allows these objects to 

gather and exchange information. The collected information is used to identify the status of 

the device. However, alternative data can be collected using a variety of devices and 

sensors and accessed using an application or dashboard. For example, using a smartphone 

to access a smart heating device in the home. The IoT is made up of four distinct layers:  

 The Physical Layer – Made up of the general and sensing devices, which are 

gathering or receiving data. Sensing devices are used to measure parameters, 

such as temperature, whereas general devices include appliances that can use 

this data, such as an air conditioner. Additionally, the likes of routers and 

switches are required to connect the devices, and servers or storage devices can 

be used to process the data locally.  

 The Network Layer – Consisting of the gateways, specifically the internet 

communication, used for data transmission and interconnection between multiple 

devices. 

 The Cloud Layer – Where the collected data is processed and stored for analysis 

and management through the use of servers.  

 The Application Layer – Containing the protocols used for device communication 

and provides a dashboard or portal used to access, display and use the data that 

has been collected.  

(IoT Technology Working Group, 2018) 
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Despite not being a new concept, research and advancements into modern technology and 

market trends have made the IoT more popular, due to the ease of connecting devices 

together and to the internet. These trends include:  

 Ubiquitous Connectivity – A high-speed network, which is always running, 

allowing for almost all types of device to be connected to the internet. 

 Computing Economics – Providing superior computing power whilst reducing 

power consumption and cost.  

 Advances in Data Analytics – The improvement of computing power, data 

storage and the cloud, alongside the development of new algorithms, allow for 

accumulation and analysis of large amounts of data.  

 Widespread Adoption of IP-Based Networking – IP is the networking standard 

and is offering a platform of software and tools to implement into devices 

inexpensively.  

 Miniaturisation – The advancements being made into manufacturing allow for the 

required communication technologies to be integrated into small devices which, 

in conjunction with computing economics, has led to the devices of both reduced 

size and cost being developed.  

 The Rise of Cloud Computing – The introduction of cloud computing has granted 

small devices to process and store data, whilst networking with analytical and 

control capabilities.  

(Rose, et al., 2015)       

 

Although already prevalent, the transformative potential for IoT implementation across a 

variety of sectors and industries could be revolutionary for technological engagement. It 

adds an extra depth to an endless number of manufactured products that currently do not 

contain any internet connectivity but would stand to benefit from it. Recent examples include 

wearable devices, such as smart watches, which have led to a market growth amongst 

consumers, due to the additional health monitoring or communication features that are not 

offered by a normal watch. Alongside the possible manufacturing developments, the use of 

IoT technology can, to an extent, improve industries through other means, such as the use 

of lighting or heating sensors to reduce the mass use of electricity and save on costs.  

It can also improve industry applications via five key characteristics: Connecting, Collecting, 

Monitoring, Monetising and Optimising. For example, in the case of the energy sector, 

‘Connecting’ would refer to the use of smart home monitoring devices, ‘Collecting’ would 

gather the power consumption data from a household and ‘Monetising’ would use the 
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collected data to improve investment into distribution. ‘Monitoring’ would improve data 

acquisition on otherwise unmonitorable equipment and ‘Optimising’ would identify any 

maintenance requirements of the equipment. (The Economist, 2020)     

 

The initial coining of the term ‘The Internet of Things’ came from Kevin Ashton in 1999, 

during a presentation in which he suggested the use of radio frequency identification (RFID) 

tags to track cosmetic products throughout a supply chain, using the internet and without the 

need for human involvement. Although this was the first use of the term, there are previous 

examples of the IoT being implemented. (Hamza, 2022) 

 

One example of an earlier innovation came in 1990. John Romkey wanted to prove that he 

could use the Simple Network Management Protocol (SNMP) to physically control an object, 

instead of its conventional use of managing routers and inspecting packets. Through the use 

of a low current relay and a SNMP code, a toaster was controlled using a computer’s parallel 

port by lowering the bread into the machine and toasting until it reached its desired amount, 

before cutting the power. (Romkey, 2017) 

 
However, the earliest known case is from the early 1980s. A vending machine at Carnegie 

Mellon University red indicator lights that illuminated briefly when a bottle was purchased 

from a particular column and remained illuminated when all of the bottles were gone. A 

group of students fitted a board to the machine which monitored the status of the lights 

multiple times per second and fed the information back to a departmental computer, through 

the use of the Advanced Research Projects Agency Network (ARPANET) – a predecessor to 

the modern internet. This system was used to track the stock levels of the machine and how 

cold the drinks were. (Teicher, 2018) 

 

Cisco (2011) believe that the IoT was truly born during 2008 to 2009. This is based on the 

time at which the ratio of “connected devices” to people exceeded 1 – specifically 1.84 – 

caused by the introduction and demand of early smartphones and tablets – as seen in 

Figure 2. As more devices have gained connectivity, the ratio has increased to an estimated 

6.5 devices per person – which should continue to rise as new technology is developed and 

more areas of the world acquire access to the internet.  
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Figure 2 – Ratio of “Connected Devices” to People (Evans, 2011) 

 

For devices to connect and talk to each other, four standard communication models are 

used for networking. The models are as follows: 

1. Device-to-Device Communication 

2. Device-to-Cloud Communication 

3. Device-to-Gateway Communication 

4. Back-end Data-sharing 

Device-device communication refers to the connection of two or more devices, without the 

requirement of an intermediary server. They can connect over the internet or through the use 

of an IP network. However, they are not limited to internet connection and can use other 

methods, such as Bluetooth, or Z-wave and ZigBee which are low power radio frequencies. 

A common application for this model is household automation, using devices that exchange 

small amounts of data, including thermostats or light switches. However, the main issue that 

arises from this model is that some devices are not necessarily compatible with each other 

due to the difference in protocols and thus variety can be limited to certain families. For 

example, devices that use the ZigBee protocol are not compatible with those that use Z-

wave, due to the difference between the radio frequencies used. (Rose, et al., 2015) 

 

When using device-to-cloud communication, the device connects a cloud server with the 

main purpose of exchanging data. This is generally achieved using existing methods, 

including Wi-Fi and ethernet, to maintain communication between the device and the 

network. Again, this can be applied to home automation with some manufacturers applying 

this model to their devices. This allows the data, such as energy consumption, to be 

collected and analysed, whist permitting the user to control devices from smart devices. A 

similar issue to device-to-device is present with this model, in that the cloud servers are 
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hosted by the manufacturers and thus limits the customer to alternatives, unless multiple 

different servers are used. (Rose, et al., 2015)    

 

Device-to-gateway communication, or device-to-application layer gateway (ALG), allows an 

IoT device to connect to a cloud server indirectly, through the use of an ALG service. This 

typically means that there is a software application on a local device which acts as the 

mediator between the device and the cloud, whilst providing security and data conversion. 

The most common gateway device would be a smartphone or tablet, which is relaying the 

gathered information back to the cloud, via an app. For example, many smart watches have 

to connect to a smart phone, through a dedicated app, to access the cloud – thus preventing 

them from using the device-to-cloud model. (Rose, et al., 2015)       

 

Back-end data-sharing is built upon the device-to-cloud model. However, this model gives 

the user, or permitter third parties, the ability to view a smart device’s data from a cloud 

service alongside data provided by other sources. The data from all of the devices is 

uploaded into a “data silo” from one service provider – instead of individual silos. This could 

be applied to gathering energy usage information from multiple devices and collating it in 

one place to find the total consumption. (Rose, et al., 2015)     

 

One of the main concerns for IoT devices are the potential security threats that they come 

under. Cyber-attacks, such as denial-of-service or ransomware, can be launched on the 

devices in an attempt to steal vital data from people or companies. In many cases, these 

attacks can go completely unnoticed by the user because of how sophisticated they can be 

but can also be difficult to diminish without the correct resources. The security threats that 

are present can even lead to bigger issues beyond the IoT devices, meaning that 

businesses must consider all methods of attack when producing high quality products for a 

consumer, at the expense of costs. However, there are things the users can do to protect 

their devices.  

 By using a device identification tool, real-time connectivity data of devices and 

profiles on the network can be collected. 

 Educating employees, admins or other users on the network about the 

importance of using strong network passwords. This allows the owners to control 

and limit devices or profiles connecting to the network, whilst restricting the 

movement of attackers. 

 Having a distinct network available for IoT devices will block any attackers from 

using the smart devices as a route into the sensitive data stored on the primary 
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devices, which would be connected to the main network. Although possible, it 

would be difficult for an attacker to move between the networks.  

 The implementation of a “honeypot” on a network provides a trap for attackers to 

fall into and be observed - as information about them is collected and analysed, 

giving the opportunity to pre-empt attacks, evaluate any malware and resolve the 

issue. 

(Dell Technologies, Inc. , 2021)     

 

Privacy issues during the collection, storage and processing of sensitive data are another 

concern of using connected devices. As per the General Data Protection Regulation 

(GDPR), users can decide what information can be collected – which applies to all 

application development, including IoT devices. The applications developed should provide a 

means of viewing and modifying the data as a user. Alongside this, the identities of the user 

should be kept anonymous and untraceable. Updates to the legislation imposed by the 

GDPR include ensuring that companies are only collecting necessary data for the desired 

purpose, the information being collected is kept up-to-date and the reason for collecting is 

legitimate. In the event that the legislation is not followed, the applications or devices may be 

prohibited by law. (Jurcut, et al., 2020)    

 

In many cases, there is a possibility that a device is collecting data and distributing it 

amongst third parties, without the user being aware. This is typically done through voice 

controlled devices which can continuously listen and personalise how the data is used – 

such as using targeted adverts, which can sometimes be beneficial. However, users could 

potentially lose faith with the internet, amid privacy concerns, should they become aware of 

the third party influence. Additionally, collected information used by third parties, in 

combination with other collected data, can slowly destroy the anonymity of users on the 

internet as more is revealed about them and their lifestyles. (Rose, et al., 2015)     
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3. Methodology, Testing and Results 

To develop a continuous monitoring weather station, an “Arduino Opla IoT Kit” was used. 

The kit was assembled by mounting the “MKR WiFi 1010” board on top of the “MKR IoT 

Carrier” and placing it inside the protective casing. Once assmebled, the device was 

connected to a PC using a USB cable – which also provided power to the device. Through 

the Opla website’s “IoT Cloud” page, the kit was configured as a “thing”. This provided the 

opportunity to name the device, connect it to a wireless network and determine the variables 

that the device will be measuring. The device was suitably named “Weather Report” and five 

variables were chosen – these being humidity, light, pressure, temperature and 

weather_report. The light variable was set-up as an integer, the weather_report as a string 

and the remaining variables as floating points. 

 
Figure 3 – Device Configuration 

 

By switching to the “Web Editor” page, the code for the device could be written, verified and 

uploaded to the device. The code, which can be found within the appendix, features the 

variables and the units they will utilise, the text that will be displayed on the weather report, 

functionality for the capacitive buttons and design customisation, such as text and 

background colours. The weather report variable is comprised of six “if” statements and 
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produces a report based on comparisons between variables. This webpage also features a 

“monitor” tab, which ensures that the device is connected to the network.  

 

Returning to the “IoT Cloud” page, a dashboard was designed to view the variables that 

were created. Initially, the dashboard was set up using ‘widgets’ for real-time monitoring of 

the conditions specified and a text-based weather report, but was later modified to include 

graphs showing how the conditions are currently changing or how they have changed over a 

selected time interval – be it an hour, a day, a week or 15 days. The pressure, in kilopascals, 

and light, in lux, were both displayed as integer values, the humidity as a precentage and the 

temperature as a gauge with a range -10°C to 100°C. The dahsboard was arranged so that 

the graphs were placed nect to the live measured variables.  

 
Figure 4 – Web-based Dashboard 
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Along with the web dashboard, a mobile dashboard was created to monitor the same 

conditions through the “Arduino IoT Cloud Remote” application on a smartphone or tablet. 

Although the measured values could be seen on the mobile and web dashboards, testing 

was required to ensure that they would respond to the changes in their surrounding 

conditions. The measured temperature at start-up was roughly 20°C and the light was 

measured at 43 lx – or lm/m2. The pressure value of 101kPa is absolute pressure and the 

humidity of 60% is at the top end of the ideal relative humidity.    

 
Figure 5 – Initial Start-up Measurements 

 

Due to the difficulties in influencing the humidity and pressure, the temperature and light 

sensors were tested by placing the weather station inside a refrigerator. Immediately upon 

closing the door, the light reading dropped to 0 due to the internal light switching off. The 

temperature began to drop, but it took a long period of time to drop – reaching 9°C before 

the device was removed. The screenshots of the dashboard below, taken after the device’s 

removal, show the history of both variables. It can be seen that the temperature dropped 

over the same time period that the light was low. However, there are spikes present in the 

lighting graph which indicate the door being opened.  
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Figure 6 – Weather Station Refrigerator Test (Web Dashboard) 

 

The changes were also identified on the app, indicating that the mobile dashboard was 

correctly configured.  

 
Figure 7 – Weather Station Refrigerator Test (Mobile Dashboard) 
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The weather report variable was designed to only report when it noticed a condition change, 

rather than the 1 second interval set on the other variables. Therefore, the opening and 

closing of the door, triggering the light, would have been enough of a noticeable change to 

create a report. This can be seen below, where the report changes between “It is dark 

outside” and “A little cold, but sunny outside”.  

 
Figure 8 – Weather Report (Mobile Dashboard) 

  

An additional test was conducted on the light sensor, to ensure the value would increase. 

This was done by the use of a torch, to put direct light onto the sensor. In this case, the light 

reading increased to 1410 lx – 33 times the reading when it was not influenced.  

 
Figure 9 – Light Sensor Torch Test 
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4. Conclusions 

A variety of sources were researched to gather information regarding the Internet of Things 

and form an understanding into the different aspects of the concept. The main focus areas of 

the research included the origins of the IoT, the communication models used by devices and 

networks and the challenges that the idea faces - from both security and privacy standpoints.  

 

A continuous monitoring weather station was designed and created, through the use of an 

Arduino Opla IoT kit. This station was set-up using the web editor and IoT cloud, located on 

the Arduino Opla website. This set-up included entering the network details for the device to 

access the cloud, selecting the desired variables that the kit would be using, importing the 

code and designing a dashboard for both a web browser and a mobile application. Four of 

the five variables selected were the conditions that were being monitored – light, humidity, 

temperature and pressure – whereas the remaining variable was the weather report. The 

code included information, such as the measurement units used, and featured customisation 

options to make the local display different for each variable.  

 

The dashboards were designed with both live and historical monitoring under consideration 

– using both numerical displays, such as gauges and percentages, and graphs. This meant 

that the device could be left running throughout the day and the conditions could either be 

checked periodically for a current weather, or later in the daytime to see how they have 

changed.  

 

The weather station’s functionality was evaluated by placing it inside a refrigerator. This 

allowed drastic changes to be noted on both the temperature and light readings, given it was 

both cold and dark inside. The temperature was seen as decreasing gradually on the graph, 

while the light reading dropped instantly. This showed that the temperature sensor was not 

affected by sudden, large temperature changes. An additional test was conducted by shining 

a torch onto the light sensor. Both the humidity and pressure sensors were limited in testing 

options. 

 

Only four variables are being monitored currently, but this could be expanded with extra 

sensors and code to include additional conditions such as UV radiation or moisture. The 

dashboard and web editor are both accessed through the same website, which is locked 

behind a user account with a password. This means that there is limited protection on the 

device and, referring back to the research completed, further verification measures could be 

implemented to protect the device from being activated. This could include the use of two-
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factor authentication for logging in and using the web browser account to approve additional 

devices that are wanting to access the dashboard. 
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6. Appendix 

 
Figure 10 – Weather Report Code - Part 1 
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Figure 11 – Weather Report Code - Part 2 
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Figure 12 – Weather Report Code - Part 3 
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